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1
Decision/action requested

This contribution proposes some initial working assumptions on the security algorithms to be supported in 5G
2
References

[1]
Latest TR if needed
3
Rationale

One issue that has had little attention from SA3 so far in 5G is the choice of security algorithms that 5G NR will support. While it may seem early to start on this process while the required inputs to the security algorithm and even more fundamentally the security termination points are under discussion, it needs to be remembered that SA3 usually defers to ETSI SAGE for the final decision on the choice of algorithms and profiling of the algorithms with the necessary inputs. 

The current three algorithms sets that are supported in LTE currently seem suitable for support in 5G, i.e. the security of them does not seem to be questioned and as a set they rely on different underlying design principles so hopefully a break against one will not be applicable to the others. In particular, these algorithms would provide equivalent security between using NR and LTE for the Option 3 architecture. Given the direction of the discussion on 5G that secure negotiation of the algorithms choice will be supported, then it will be relatively straightforward to add algorithms later. In terms of supporting the new algorithms, it is essential to ensure that signalling in the 5G network (similar to the decision made in LTE) allows long enough keys to be carried to satisfy the needs of these to be introduced algorithms. A length of 256 bits seems suitable for these cases.

It is proposed that SA3 take the following proposals on security algorithms for 5G:
Proposal 1: The three pairs (or variant to deal with different input) of LTE algorithms (i.e. EEA1/EIA1, EEA2/EIA2 and EEA3/EIA3) are agreed as the working assumption for algorithms to support in 5G (with the mandatory/optionality the same as LTE).
Proposal 2: The 5G signalling is designed to carry 256-bit keys, so algorithms with larger key lengths can be introduced later with full effective strength.
These proposals could be liaised to ETSI SAGE at this stage as a heads up for their planning purposes. ETSI SAGE can not really start its detailed work until the algorithm inputs are stable. 
4
Detailed proposal

It is proposed that SA3 agree the above proposals as working assumpltions for 5G. 

It is also proposed that SA3 send an LS to ETSI SAGE with these proposals to start to the process of specifying the 5G algorithms. A companion contribution (S3-170827) proposes asking RAN2 about possible inputs to the algorithms for security at the PDCP layer. It may be beneficial to send just one LS to both RAN2 and SAGE covering both these issues. 
